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PART A: COURSE-SPECIFIC INFORMATION 

 

1 STAFF CONTACT DETAILS 

 

Position Name Email Room Phone 

Lecturer-in-charge Pradeep Ray p.ray@unsw.edu.au QUAD 1039 9385 5890 

Co-Lecturer Lesley land l.land@unsw.edu.au QUAD 2099A 9385 4738 

 

1.1 Communication with Staff 

The best way to contact your lecturer or tutor is via email or to see them during their 
consultation times. Please note that only your UNSW email account will be used for 
formal notices and correspondence regarding the course, all students and staff are 
expected to use email responsibly and respectfully. Moodle will to be used for all 
course communication i.e. notices, questions regarding assignments and course 
content. 
 
Lecturer consultation time is Wednesday 3:30pm – 4:30pm. Lecturers may be available 
at other times, but by appointment only. Please contact them via email to make an 
appointment. University e-mail or telephone should be used only for urgent matters. 
For security reasons please avoid using e-mails from anonymous accounts, such as 
Yahoo, Hotmail, Gmail. Use your official UNSW student account or your work e-mail. 
Always sign with your name and student number. 
 
If you need to contact the School urgently you can contact the School Office on 9385-
5320 or email: istm@unsw.edu.au 
 

2 COURSE DETAILS 

2.1 Teaching Times and Locations 

Lectures and workshops start in Week 1(to Week 12). 

The Time and Location are: Wednesday 18:00 – 21:00 TETB LG07 

 

2.2 Units of Credit 

The course is worth 6 units of credit. 
There is no parallel teaching in this course. 
 

2.3 Summary of Course  

 
Information systems and information technology (IS/IT) underpin the operation of most 
facets of most organizations.  IS/IT provide means by which organizations process 
their transactions, the mechanisms by which business stakeholders communicate, the 
information required to manage the performance of the business, and the capability for 
the business to pursue its strategic plans. 
 

mailto:p.ray@unsw.edu.au
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The reliance on IS/IT by organizations does, however, involve a broad range of risks to 
both the IS/IT itself and to the organization, and these risks need to identified and 
managed.  These risks relate to the correct operation of the systems themselves, the 
integrity and security of the data, information and intellectual property they manage, 
the development and implementation of new systems and the improvement of existing 
systems.  Poor management of these IS/IT risks can create business risks that have 
implications for the business’s ability to continue its day to day operations, meet its 
obligations, its reputation and its strategic plans.   This course investigates these risks 
in a systematic manner and looks at the current theory, methods and best practice for 
their identification, assessment, analysis and mitigation.  

2.4 Course Aims and Relationship to Other Courses 

This course aims to familiarise you with the key concepts, practices and issues in the 
management of information systems and Information Technology risk management 
and provide you with sufficient practical and theoretical knowledge of the area so that 
you will be able to meaningfully participate in, or interact with, this aspect of business 
management. In addition to providing these domain skills we will also be looking to 
enhance your communication, presentation, problem solving and critical thinking skills 
through class work and assignments. 
 
This course will be of benefit to all IS/IT and business practitioners who are interested 
in how information systems and IT risks are managed and have career aspirations of a 
senior role in business/IT management or consulting. The course would also be very 
useful for those who envisage, or perhaps already have, launched their own business 
ventures. 
 
INFS5929 is a core course in the Masters of Information Systems Management and is 
an elective in several postgraduate programs of Business School. INFS5929 has no 
prerequisites. 

2.5 Student Learning Outcomes  

 
After studying this course, you will be able to: 

1. Explain the importance of managing the risks relating to IS/IT in an organisation 

and the contemporary approaches to managing these risks. 

2. Identify and discuss the key IS/IT risks associated with business operations, 

systems development and implementation, IS/IT sourcing approaches and IS/IT 

strategy. 

3. Explain how the key IS/IT risks associated with business operations, systems 

development and implementation, IS/IT sourcing and IS/IT strategy are best 

managed. 

4. Explain how organisations can best identify, analyse and monitor their IS/IT 

risks. 

5. Plan and undertake a preliminary analysis of an organisation’s IS/IT risks using 

common IS/IT risk analysis tools and techniques 

The Course Learning Outcomes are what you should be able to DO by the end of this 
course if you participate fully in learning activities and successfully complete the 
assessment items.  
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The Learning Outcomes in this course also help you to achieve some of the overall 
Program Learning Goals and Outcomes for all postgraduate coursework students in 
the Business School. Program Learning Goals are what we want you to BE or HAVE 
by the time you successfully complete your degree (e.g. ‘be an effective team player’). 
You demonstrate this by achieving specific Program Learning Outcomes – what you 
are able to DO by the end of your degree (e.g. ‘participate collaboratively and 
responsibly in teams’).  

 
 

Business School Postgraduate Coursework Program Learning Goals and Outcomes 
 

1. Knowledge: Our graduates will have current disciplinary or interdisciplinary knowledge 
applicable in local and global contexts. 

You should be able to identify and apply current knowledge of disciplinary or interdisciplinary theory and 
professional practice to business in local and global environments. 
 
2. Critical thinking and problem solving: Our graduates will have critical thinking and problem 
solving skills applicable to business and management practice or issues.  

You should be able to identify, research and analyse complex issues and problems in business and/or 
management, and propose appropriate and well-justified solutions. 
 
3. Communication:  Our graduates will be effective communicators in professional contexts.  

You should be able to: 
a. Produce written documents that communicate complex disciplinary ideas and 

information effectively for the intended audience and purpose, and 
b. Produce oral presentations that communicate complex disciplinary ideas and information 

effectively for the intended audience and purpose. 
 
4. Teamwork:  Our graduates will be effective team participants.  

You should be able to participate collaboratively and responsibly in teams, and reflect on your own 
teamwork, and on the team’s processes and ability to achieve outcomes. 
 
5. Ethical, social and environmental responsibility: Our graduates will have a sound awareness of 
ethical, social, cultural and environmental implications of business issues and practice.  

You should be able to:  
a. Identify and assess ethical, environmental and/or sustainability considerations in business 

decision-making and practice, and  
b. Consider social and cultural implications of business and /or management practice. 

 

For more information on the Postgraduate Coursework Program Learning Goals and 
Outcomes, see Part B of the course outline.  
 
The following table shows how your Course Learning Outcomes relate to the overall 
Program Learning Goals and Outcomes, and indicates where these are assessed (they 
may also be developed in tutorials and other activities): 
 
 
Program Learning Goals 

and Outcomes 
Course Learning Outcomes Course Assessment 

Item 

This course helps you to 
achieve the following 
learning goals for all 
Business School 
postgraduate coursework 
students: 

On successful completion of the course, 
you should be able to: 

This learning outcome 
will be assessed in the 
following items: 
 

1 Knowledge 1. Explain the importance of 

managing the risks relating to IS/IT 

in an organisation and the 

1. Assignment 1 
2. Assignment 2 
3. Exam 
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contemporary approaches to 

managing these risks. 

2. Identify and discuss the key IS/IT 

risks associated with business 

operations, systems development 

and implementation, IS/IT sourcing 

approaches and IS/IT strategy. 

3. Explain how the key IS/IT risks 

associated with business 

operations, systems development 

and implementation, IS/IT sourcing 

and IS/IT strategy are best 

managed. 

2 Critical thinking 
and problem 
solving 

4. Explain how organisations can best 

identify, analyse and monitor their 

IS/IT risks. 

5. Plan and undertake a preliminary 

analysis of an organisation’s IS/IT 

risks using common IS/IT risk 

analysis tools and techniques 

 Assignment 1 

 Assignment 2 

 Exam 

3a Written 
communication 

Construct written work which is logically 
and professionally presented. 

 Assignment 1 and 
Assignment 2 (not 
assessed separately) 

3b Oral 
communication 

Communicate ideas in a succinct and 
clear manner. 

 Part of Class 
Presentations 

4 Teamwork Work collaboratively to complete a task.  Class exercises and 
Assignment 2 (not 
assessed separately) 

5a Ethical, 
environmental and 
sustainability 
responsibility 

Identify and assess ethical and 
sustainability considerations in 
problems related to IS/IT Risk 
Management 

 Exam 

5b  Social and 
cultural awareness 

Not specifically addressed in this 
course. 

 

 
 

3 LEARNING AND TEACHING ACTIVITIES 

3.1 Approach to Learning and Teaching in the Course 

In INFS5929, we take an active, adult-learning approach that stresses interactive 
teaching and learning. We foster this approach through a range of strategies 
throughout the session. Our seminars will be interactive and you will be expected to 
actively contribute to the class via your involvement in discussions that reflects your 
reading and experience. Our seminars are also designed to improve your 
communication, problems solving and critical thinking skills. 
 
The assessment tasks used in this course have been designed for you to apply your 
learning to specific contexts as well as demonstrate your mastery of the concepts and 
practice considerations of the area of study. The design of assessment tasks reinforces 
crucial knowledge and skills areas. 
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The staff involved in this course see their role to be that of facilitators, in that they will 
lead and direct the class discussions and activities, but will rely on you to come to the 
class prepared and ready to work through that week’s activities. They will facilitate your 
learning by providing the guidance as to what you need to study through the reading 
list, the ‘self assessment questions’ and the seminars. They will also assist you with 
problems you may encounter through the seminars and consultations. At the end of the 
day, however, it is your responsibility to make a concerted effort in your studies. 
Keeping up to date is very important and each week builds on the prior week’s work so 
it is important that you get your study regime organised quickly. By keeping up you are 
also properly prepared to participate in the seminar. 
 

3.2 Learning Activities and Teaching Strategies 

Each week involves a set of essential readings and self assessment exercises which 
you are required to work though. These readings and questions, along with the learning 
outcomes and other information are set out in the individual weekly study guides. The 
exam and assessments will assume you are familiar with the essential readings. 
 
Each seminar is three hours long and will involve a wide variety of activities including 
short presentations by the course co-ordinator, individual and group exercises and 
class discussions. The seminars will be highly interactive and some preparation is 
required, including completion of the essential readings and the seminar preparation 
activities for the relevant topic. Details of the preparation required for each seminar are 
set out in the weekly study guides. A number of guest lecturers may also present 
during the session. 
 
 

4 ASSESSMENT 

4.1 Formal Requirements 

To receive a pass grade in this course, you must meet ALL of the following criteria: 

 attain an overall mark of least 50%; 

 attend at least 80% of all scheduled classes; 

 attain a satisfactory performance in each component of the course (see below). 

A mark of 45% or higher is normally regarded as satisfactory; 

 attain a mark of at least 45% in the final exam; 

 in the case of peer assessed group work, the mark assigned to each member of 

the group may be scaled based on peer assessment of each member’s 

contribution to the task. 

4.2 Assessment Details 

The summary table below provides an overview of the assessment tasks, due dates 
and relative weighting. All assessment components are compulsory. 
 

Assessment Task Weighting Length Due Date 

Participation 10%   

Assignment 1 10% 1000 words Week 5 

Assignment 2 30% 3000 words Week 12 

Final Exam 50% 2 hours Regular Exam Period 
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Total 100%   

 
Details of each assessment:  
 

Participation 
Weighting: 10% 
Participation will be broadly assessed on your contributions to discussion and other 
learning activities in the class. You will be expected to offer your own ideas, 
experience, opinions etc, as well as respond to comments and contributions from your 
fellow students. In addition, your lecturer may set for you tasks to complete as part of 
this assessment. 
 
Class participation marks will be assessed via the contributions made in class as 
follows: 

1. Max 6 Marks based on an individual presentation to the class during a week 
assigned by the lecturer on a topic to be chosen in consultation with the lecturer 

2. Max 4 marks for general class participation including contributions during the 
presentations of other students 

 

Assignment 1 
Assignment 1 is worth 10% of your overall mark and is to be submitted in the Week 5 
seminar. The assignment is to be undertaken individually and involves the 
development of IT operational processes as discussed in the weeks 1-4 lectures and 
workshops. 
 
The specific question that your report must address is set out in the Assignment 1 
Requirements document (available on the course website). Assignment 1 will be 
discussed in the Week 2 seminar. 
 
Marks for Assignment 1 will be awarded for: 
 

 The quality of the research and analysis evident in the assignment; 

 The quality of the discussion in the assignment; 

 The extent to which the question adequately address the assignment question; 

 The quality of the presentation of the assignment. 
 

A detailed marking criterion is set out in the Assignment 1 Requirements document, 
which is available on the course website. 
 
The purpose of this assignment is to improve your understanding of IT operations 
management processes and their development. This assignment is also designed to 
develop your research skills and assignment writing skills. 
 

Assignment 2 
Assignment 2 is worth 30% of your overall mark and is to be submitted in the Week 12 
seminar. The assignment is to be undertaken in groups of 2-3 students and involves 
the preparation of a report of no more than 3,000 on the use and usefulness of the ITIL 
framework in the context of your organisation. 
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The specific question and detailed requirements will be set out in Assignment 2 
requirements document (available on the course website by Week 3). Assignment 2 
will be discussed in the Week 3 seminar. 
 
Marks for assignment 2 will be awarded for: 
 

 The quality of the research and analysis evident in the assignment; 

 The quality of the discussion in the assignment; 

 The extent to which the question adequately address the assignment question; 

 The quality of the presentation of the assignment. 
 

A detailed marking criteria will be set out in the Assignment 2 Requirements document 
(available on the course website). 
 
The purpose of this assignment is to improve the depth of your knowledge of ITIL and 
its applications in IT operations in a real organisation. This assignment is also designed 
to develop your research skills and assignment writing skills. 
 

Final examination 
The final exam will be a 2 hour written paper held in the regular examination period. 
The examination is worth 50% of your overall assessment.  
 
The aim of the final examination is to enable you to demonstrate to the examiner that 
you have achieved all the learning objectives for this course and that you have 
achieved a level of competency regarding the operational management of Information 
Systems, as well as the capacity to use the competency to apply it analytically and 
critically in an organisational environment. 
 

4.3 Assessment Format 

 

Details of the format of each assessed component and the submission procedure will 
be published on the subject’s Web site prior to submission deadline. Teams are also 
encouraged to discuss the format of assessable components during consultations with 
the Unit Coordinator. 

4.4 Assignment Submission Procedure 

 

The assignment will need to be submitted by hand at the start of the Week 5 seminar 
and through Turnitin in Moodle. Students should keep a copy of all work submitted for 
assessment and should keep their returned marked assignments. 

4.5 Late Submission 

 
 
 
 
 
 
 
 
 

Quality Assurance 
The Business School is actively monitoring student learning and quality of the 
student experience in all its programs. A random selection of completed assessment 
tasks may be used for quality assurance, such as to determine the extent to which 
program learning goals are being achieved. The information is required for 
accreditation purposes, and aggregated findings will be used to inform changes 
aimed at improving the quality of Business School programs. All material used for 
such processes will be treated as confidential and will not be related to course 
grades. 
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5 COURSE RESOURCES 

The recommended text books for this course are: 
1. Darril Gibson, “Managing Risk in Information Systems" Second Edition, 

published by Jones & Bartlett Learning (Elsevier Australia), 2014 
2. Michael Whitman and Herbert Mattord, “Management of Information 

Security”, Cengage Learning, 2010 
 
In addition, there will be a list of readings in each weekly study guide posted at the 
course web site (Moodle) a week before the seminar. Every student is expected to 
carry the textbook to the seminars as class exercises would be based on the contents 
of the textbook. 
 

Course Website (Moodle) 

The course website may be developed as we work through the semester. All course 
materials will be made available in class. 

Study Guides 

A study guide is provided for each week of the course. The study guide set out, for 
each week: 

 An overview of the week’s topic 

 the objectives for the topic 

 the required readings and any additional readings 

 study questions  

 preparation required for the seminar 
It is important that you use the study guides as the basis of your weekly study and 
preparation. The study guides are posted at least one week in advance. 

Seminar Slides 

A PDF document of the slides that will be used in the seminar is usually posted one or 
two days in advance of the seminar. They are posted so you can print them out and 
bring them to class. 
 
 

6 COURSE EVALUATION AND DEVELOPMENT 

 
Each year feedback is sought from students about the courses offered in the School 
and continual improvements are made based on this feedback. In this course, we will 
seek your feedback through the end of semester CATEI evaluations. The evaluations 
are collated and student feedback is taken into account in all course revisions. 
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7 COURSE SCHEDULE 

 
Lecture Schedule 
 
Lectures start in Week 1 and finish in Week 12. The tentative lecture  schedule is given 
below.  
 
 

 

COURSE SCHEDULE 

Week 
starting 

Seminar  Topic References 
Other Activities/ 

Assessment 
Week 1 
30 July 

Risk Management Fundamentals 
Gibson 

Chapters 1, 2 
 

Week 2 
6 Aug 

Compliance Laws, Standards,  
and Best Practices 

Gibson 
Chapter 3 

Student Presentations 
Assignment 1 Released 

Week 3 
13 Aug 

Risk Management Planning Gibson 
Chapter 4, 
Whitman 
Chapter8 

Student Presentations 
Assignment 2 Released 

Week 4 
20 Aug 

Risk Assessment Concepts Gibson 
Chapters 5, 6 

Student Presentations 

Week 5 
27 Aug 

Key Components of Risk 
Assessment 

Gibson 
Chapters 7- 9 

Student Presentations 
Assignment 1 due 

Week 6 
3 Sept 

Strategies for Mitigating Risks Gibson 
Chapters 10-
11, Whitman 

Chapter 9 

Student Presentations 

Week 7 
10 Sept 

Business Impact Analysis Gibson 
Chapter 12 

Student Presentations 

Week 8 
17 Sept 

Business Continuity Planning Gibson 
Chapter 13 

Student Presentations 

Week 9 
24 Sept 

Disaster Recovery Planning Gibson 
Chapter 14 

Student Presentations 

Mid Semester Break  (Sept 27-Oct 6) 

Week 10 
8 Oct 

Structuring Computer Incident 
Response Team and Plan 

Textbook 
Chapter 15 Student Presentations 

Week 11 
15 Oct 

Case Study Guest Lecture Student Presentations 

Week 12 
22 Oct 

Course Summary and Exam format  Assignment 2 due 

Week 13 
29 Oct NO LECTURES 

  

 


